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1 AlienVault Z0E]Ug%EE Windows B4R ERH

1. & Snare Agent for Windows
http://www.intersectalliance.com/projects/index.html

2. %% Snare Agent for Windows

_ioix]

F
- * Welcome to the Snare Setup
. Wizard

AGENT FOR WINDOWS

Thiz will install Snare werzsion 3.1.9.1 on pour computer.

It iz recommended that you cloze all other applications before
continuing.

Click Mest to continie, or Cancel bo exit Setup.

s



http://www.intersectalliance.com/projects/index.html

]inEL Setup - Snare -10] x|
Licensze Agreement
Please read the following impartant information before continuing.

Pleaze read the following Licenze Agreement. vou must accept the terms of thiz
agreement before continuing with the installation.

Ewcept where othenwize documented [ie: BSA MDE code in MOBH / MD5.C]: -

Thiz program i free software; you can redistribute it anddor modify

it under the terms of the GML General Public License az publizhed by
the Free Saoftware Foundation; ether version 2 of the License, or

[at waur option] any later version.

Thiz proagram iz distributed in the hope that it will be uzeful,

but WwWITHOUT AMY WARRAMTY; without even the implied warranty of
MERCHAMTABILITY or FITMESS FOR A PARTICULAR PURPOSE. See the

MU Library General Public License for mare detailz. ;I

f* || accept the agreemegt
| do not accept the aggement

< Back I Hest > I Canicel |

R
Select Destination Location i

‘where zhould Snare be installed?

_.,-J Setup will inztall Snare into the following folder.

To continue, click Mext. IF pou would ke to select a different folder, click Browse.

C:%Program FilezhSn: Browse. .. |

Atbleazt 0.7 MB of free dizk space iz required.

< Back I qum I Cancel

g




|iE' Setup - Snare -10] x|

Select Start Menu Folder
wihere zhould Setup place the program's shartcuks?

‘

Setup will create the program'z shartcuts in the following Start b enu folder.

To continue, chck Mest. [F vou would like to select a different folder, click Browse.

Browse. .. |

< Back I ﬂew I Canicel |
i

_IEix

Snare Auditing )

Do pou want Snare to take over contral of your EventLog Configuration™?
[Recommended]

[f you wizh, Share can be configured to manage your Eventlog canfiguration.

Snare will zet the Event Configuration on the Lozal Machine, and will

recurzively zet file auditing on vour local files, bazed on the Objectives you configure.
Haowewer, thiz will override any existing audit zettingz on the lozal machine.

Mote that these values can be changed in the 'Configuration’ section of the Snare
remote contral interface.

Do you want Snare to take aver contral of your Eventlog Configuration?
[Fecommended]

s

< Back I Mest » I Cancel




= Setup - Snare = | [
o

Aemote Control Interface
whonld yau like ta uze the Snare Remote Control Interface?

The Snare Remaote Contral Interface provides an administrator with access to configure
and monitar the Snare agent wia a web interface. Without thiz feature, the registry iz the
anly available method to update the Snare agent configuration.

Whould pou like to enable thiz feature? Would vou like to pazsword protect access to the
interface? [HIGHLY Recommended!]

" Yes - with pazzword [curently 'snare']

" Yes - with password, local access anly

% Nes - with MO pazzword, local access ol

= Mo

s

< Back I Hest > I Canicel |

_IEix

HReady to Install )
Setup iz now ready to begin installing Snare on pour computer.
Click Inztall ko cantinue with the installation, or click Back, if you want to review ar
change any settings.
Deztination location: ;I

C:AProgram FilezhSnare

Start kenu folder:
|nterSect Aliance

. o

< Back

Cancel |




= Setup - Snare = | O]
o

Information
Please read the following impartant information before continuing.

wihen pou are ready to continue with Setup, click Mest.

Share - Audit and EventLog analysiz and fanwarding

Copyright 1933-20010 InterSect Alliance Pty Lid
hitbpe A fvavan. intersectaliance, com,

Fleaze zee the README . TXT file for zoftware infarmation.

gt =
=N

i

' - * Completing the Snare Setup
- Wizard

AGENT FOR WINDODWS

Setup haz finizhed inztaling Snare on vour computer. The
application may be launched by selecting the installed icons.

Click Finizh to exit Setup.

< Back I !;%Einish I




3. :8%E Snare Agent 2£{
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HEEMM ScreenHu

- ¥ Microsoft Update
L./ Windows & o2, Windows Catilog

% WindowsUpdew
@melmr 5l SeresHuater 5.1 Fron
) Google Chrome »
[g L3 2 ) Micmosoft SQL Server "
) Micooooft SQL Server - £l »
nﬁﬂf"r’ﬁ ) Orcle VM VirtualBox Guest Additions »
@) HRERIES ’
»

Bopio Mot ) 1
& luernet Exlorer

‘g Kk ) Outlook Express
]

@WM 0 FEFATA
) Wisdom-soft ScreenHunter 5 Foee

FRES @

| & (SR Tres

[@mE | 8@ ® |ocme

=== - |

T A

C | @ localhost5161
@Mﬂ'ﬁ - UEMIBIEAZET R | TEE

INTreR

ecir SNARE for Windows

e SNARE Version 3.1.9.1 Status Page

Network
Snare for Windows (%86 binary on 32 bit arch) is currently active.

Remote Control Configuration

Obje nfiguration
) PARLTRR () Intersect Alliance Pty Ltd 1999-2010. This site is powered by SNARE for Windows,

View Audit Service Status

Apply the Latest Audit Configuration




!&ijeSoMmDmnMsm... 5T ) taterSect Alliance - Informat... + =N EN .

€« C' | © localhosti616 /et T A
@Iﬂ:ﬂ!ﬂ v - CEIEEAHAZIE? BE TRE mEH. o«
. . e
Latest Events SNARE Network Configuration
Network Configuration
Remote Control Configuration The following network configuration parameters of the SNARE unit is set to the following values:
O o noeete Override detected DNS Name with:
View Audit Service Status
Destination Snare Server address 192.166.1.41
Apply the Latest Audit Configuration
Destination Port 514
Perform a scan of ALL objectives, and display the maximum criticality? r
Allow SNARE to automatically set audit configuration? 12 [%
Allow SNARE to automatically set file audit configuration? F
Export Snare Log data to a file? r
Enable active USE auditing? r
(This option requires the service to be fully restarted)
Enable SYSLOG Header? b
! {Use alternate header? ™ )
SYSLOG Facility User =)
SYSLOG Priority Motica =
Change Configurati | Reset Form |
=
it e S—b ;
Destination Snare Server Address : 55384 AlienVault 4 1P
it a8
Destination Port 5558 E /4 514 Port
HHVE ==Y tede Sy v A ==1 ol Y] =
SYSLOG Facility: k&= BB (AT K& EE R FETERR(E
CRECH LY o= Sk vt =—=T iy E7a8
SYSLOG Priority: ke B (7 KR E B FATRRI(E
==E=4c . H H [ o oo W e |
s5+& :Change Configuration SE{EZE
' ) InterSect Allsnce - Informat + — il x
€« C | ® localhost:516 1 /setnetwork %te_ChToke AL ) EQODUx! _Clie : K FiYY R
() themE s | R - | CSEEMEEATE? i TAE BE.

INTeR\ o SNARE for Windows

Latest Events SNARE Network Configuration

Network Configuration
The change request does not contain a valid change token,
Remote Control Configuration

Objectives Configuration
JEEH \garas (c) Intersect Alliance Pty Ltd 1999-2010. This site is powered by SNARE for Windows.

View Audit Service Status

Apply the Latest Audit Configuration




) InterSect Alliance - Informat... >

C'  ® localhost:516 1 frestart & A
IEERS | v . | CEHHIEARE? (3 (TEE BE.
@ EE2 .

INTrer! SNARE for Windows

Latest Events Apply the Latest Configuration

Network Configuration
Please dick the Reload button to apply the latest Snare Objectives to the running system.
Remote Control

Configuration Reload Settings I

Objectives Configuration

VYiew Audit Service Status
. (c) Intersect Alliance Pty Ltd 1999-2010, This site is powered by SNARE for Windows.
Apply the Latest Audit

Configuration

5% :Reload Settings MRS EER




2 AlienVault ZIR[UEE Windows T Log

1. & Epilog Agent for Windows
http://www.intersectalliance.com/projects/index.html

2. %% Epilog Agent for Windows

fie Setup - Epilog =100 x|

ﬁﬂe Welcome to the Epilog Setup
LG FOR WINDOWS Wizard

Thiz will install Epilog wersion 1.5.4 on wour computer.

It iz recommended that you cloze all other applications before
continuing.

Click Mest to continie, or Cancel bo exit Setup.

Caricel |

5! Setup - Epilog P ] [

Select Destination Location
W'here should E pilog be ingtalled?

’J Setup will inztall E pilag inta the fallawing folder.

To continue, click Mest. [F vou would like to select a different folder, click Browse,

Browse. .. |

N

Ak leazt 0.7 MB of free dizk zpace iz required.

< Back I Mest » I Cancel



http://www.intersectalliance.com/projects/index.html

|iE' Setup - Epilog ;IEIEI

Select Start Menu Folder
wihere zhould Setup place the program's shartcuks?

|

Setup will create the program'z shartcuts in the following Start b enu folder.

To continue, chck Mest. [F vou would like to select a different folder, click Browse.

Browse. .. |

< Back I Hest > I Canicel |

_IEix

sSMTRE

Remote Control Interface
whould pou like to uze the Epilog Remote Contral Interface?

The Epilog Remate Cantral Interface provides an administrator with access bo canfigure
and manitar the Epilog agent via a web interface. ‘without thiz feature, the registy iz the
only available method to update the Epilog agent configuration.

whould you like to enable thiz feature’? Would you like to pazsword protect access to the
interface? [HIGHLY Recommended!]

" ez - with pazzword [curently 'snare']

" Yes - with pazsword, local access only

€+ Nes - with MO password, local access only

i Mo

3

< Back I Mest » I Cancel |




Il

Ready to Install
Setup iz how ready bo begin installing Epilog on your compter.
Click Inztall b continue with the installation, or click Back if you want to review ar
change any zettings.
Destination location: ;I

C:%Program FileshE pilog

Start kenu folder:
InterSect Aliance

< Back

—IEi%

Information
Pleaze read the following important infarmation before continuing.

wihen pau are ready to continue with Setup, click Mest.

Epilog - Generic test file analyziz and forwarding

Copyright 1933-20010 InterSect Alliance Py Ltd
hitbpe v intersectaliance. com,

Please zee the README . TXT file for zoftware infarmation
and licence conditionsz.




Il

Completing the Epilog Setup
b Wizard

LGS FOR WINDOWS

Setup haz finizhed installing Epilog on vour computer. The
application may be launched by zelecting the installed icons.

Click Finish to exit Setup,

< Back I Finizh I

3. 38%E Epilog Agent for Windows

[ snemans
. 3 Microsoft Update
L Windows 8 o, Windows Catalog
% WindowsUpdu
@lembm 3l SeovenHuster 5.1 Fros

) Googl Chrome
[gii‘* ) Micmosoft SQL Server
) Microsft SOL Server - £114
nﬁﬂf‘?ﬁ ) Orcle VM VirtualBox Guest Additions
) FRERE
Entrpiiss Mas =) g

v or ow v v

@ Interret Explorer
w PR () Outlook Express

o SEERIAE [5] Disable Remote Access 1o Sname for Windows
@Wmamn » [ Resbore Remots Access to Snare for Windows

) Wisdomr-soft ScreenHunter 5 Foee » 4 Snam for Windows

Vg 2w [0 pa

5% |60 © | oo

| S| [(WEGHw Fros




) InterSect Alliance - Informat... >

€« C' O localhost:5 162 etwork w| N
) ieER | X - | CEMEIEAES? (MR (TAE 2

|N1reRSe cr Epilog for Windows -

Latest Events SNARE Network Configuration

Log Configuration

Network Configuration The following network configuration parameters of the SNARE unit is set to the following values:

R te Control A .
(e:;?i;urao;ur: Override detected DNS Name with: |

Objectives Configuration Destination Snare Server address |192.168.56.151
View Audit Service Status Destination Port 514

Apply the Latest Audit
Configuration r

Enable SYSLOG Header?
(Use alternate header? r )

SYSLOG Facility [User =]
SYSLOG Priority |Nolice '|

Change Configuration | Reset Form

j
Destination Snare Server Address : s5a2E4S AlienVault =45 IP
Destination Port 552 EA 514 Port
SYSLOG Facility: {k & B (KR ESFREFERE
SYSLOG Priority: {k & B (KR ESFREFERE
#5F& T :Change Configuration SS{EEE
|7 InterSect Allance - Informat... >
L C' | © localhost:6162/10¢ P %
) s | X - | eRImsREATE . (mE| (TRE) BE-

IN-IrERSe cr Epilog for Windows ]

Latest Events SNARE Log Configuration

Log Configuration

Metwork Configuration There are no current log monitors active,

Remote Control - .
Configuration Select this button to add a new log monitor.  Add I

Objectives Configuration %
View Audit Service Status

Apply the Latest Audit
Configuration




" ) InterSect Allsance - Informat + =21aY
€ C' | © localhost:5162/st tr_ChToken=MTMwMDc4MDUyN;YxN;EyNTEANDY 3Cg %3D%3D&
) R | - | CEEEREATE? |BE) [ TRE =

'NTERSEC'Ir log for Windows

Latest Events SNARE Log Configuration

Log Configuration

Network Configuration The following parameters of the SNARE log inputs may be set:
Remote:ontnok Contiparation Select the Log Type ICuslom Event Log IMSSOL
Objectives Configuration
\ Multi-Line Format @ single line only C Fixed number of lines |E € Line separating events.
View Audit Service Status Send{Comments: a
- - - 8y defauit, lines starting with ‘&' will be ignored.
LA EE LIl 21 this option if you wish to collect these fines
Log File or Directory |C \Program Files\Microsoft SQL ServertMSSQL\LOG\ERI
Log Name Format: [
(optional) Help
Change C i Reset Form I

=
Select the Log Type :Custom Event Log #IN\EFEN BEGREFEAFE AEREHKTR)
Log File or Directory: A8 A\ X FH& &

Log Name Format : {K& K% E WS FEE K RIFEH

#51& T :Change Configuration SR E

I/ 0 tarsect ationce - Informat +
< C  ©® localhost:5162/restart Ty

) R [k - | rmemBREAEE Y (e [TeE|

IN'II‘ERSEC.“.

Latest Events Apply the Latest Configuration

Log Configuration
Please dick the Reload button to apply the latest Snare Objectives to the running system.
Network Configuration

. ¢ Reload Settings
Remote Control Configuration
Objectives Configuration [})
View Audit Service Status

Apply the Latest Audit Configuration

5% T :Reload Settings iR EERK




3 AlienVault #Z1v[it£E Linux Syslog &:R

1.  Ubuntu /Debain J£& 5 /etc/rsyslog.conf FEMELITAR
1. EFRrEENEIXZE AlienVault F# AR Log

** @ALIENVAULT_IP:514

ex.

** @192.168..41:514

2. HEFTEEHEXE AlienVault T AERFEIFHRE Log
** @ALIENVAULT_IP:514

ex.

* @@192.168.1.41:514

2. CentOS & /etc/syslog.conf
1. BEREEFEZEZE AlienVault FHE AHEARER Log

* * @ALIENVAULT _IP

ex.

* * ©@192.168..41:514

2. BATEEEXZE AlienVault T4 AHEEIRFRER Log(E74r CentOS HAFE—ET=)
* * @@ALIENVAULT _IP

ex.

** @@192.168.1.41



4 AlienVault Z1RJUYg£E Linux/Unix SX5E] Log

3. &k Epilog Agent for Unix (script)
http://www.intersectalliance.com/projects/index.html
4. ZZE Epilog Agent for Unix

fi# JFR 4 epilog
192.168.56.151 - PulTY

1.4 script Ry AT T
2.274%5 snare ( 2% epilog.sol.sparc / epilog.sol.x86 / epilog.linux)

192.168.56.151 - PuTTY I [E=NEENT

WNRAELEFE RS N, source code fifiZ75E



http://www.intersectalliance.com/projects/index.html

&4 config
vi /etc/snare/epilog/epilog.conf
ZE{E4 Output ,Input Kz Remote [y <284
[Output]
Network £y alienvault 3 1% Kz $21 syslog Ay port
[Input] SZEEEAIREZE, 7] B &A1 T
[Remote]
allow 555% F50 (R A] 2w 2] snare)

192.168.56.151 - PulTY

# WARNING: DO NOT MANUALLY EDIT, UMNLESS YOU ENMNOW WHAT YOU ARE DOING

B[R snare R 75, 41 T{E 24 log
/etc/init.d/epilogd restart

AMETAN BB EDENT T snare(lk 5 = AA[E] 2 linux or unix B& A [E])
# W A AN runlevel (A& Ay 2)

vi /etc/inittab
TR
# The default runlevel.
id:2:initdefault:
Ji& runlevel 2 A H BT
In -s /etc/init.d/epilogd /etc/rc2.d/epilogd




